IO IICEOEIEE IR

130+ PRIVACY MANAGEMENT ACTIVI

The 130+ privacy management activities in the
Privacy Management Accountability Framework™
are categorized into the following
13 Privacy Management Categories:
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Maintain Personal Datariventory and Data Transfer Mechanisms
Maintain Internal Data Privacy &ticy
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1. Maintain Governance Structure

Ensure that there are individuals responsible for data privacy, accountable

management, and management reporting procedures

Cﬂ? Assignresponsibility for data privacy to an individual (e.g. Privacy Officer, Privacy
Counsel, CPO)

Organizations assign responsibility for the operational aspects of a privacy program to an individual. This individual may
sit in a designated privacy function, or may be part of the legal, compliance, IT, security or information
governance/management departments. Privacy may be the individual's full-time position (e.g., Privacy Officer) or may
be one hat that the individual wears (e.g., Compliance Officer).

'CE‘ Engage senior management in daprivacy (e.g. at the Board @irectors, Executive

Committee)
Organizations engage the senior level of the organization, e.g. C-level or senior management, in data privacy since
tangible and visible actions at a senior level attest to the importance of privacy within the organization.

Support from the senior level can include:

Sponsoring an agenda item related to privacy at a board of directors’ meeting;
Communicating the importance of privacy to organization staff and subordinate management;
Participating in privacy initiatives; and

Ensuring adequate funding to support the privacy function.
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'CE‘ Appoint a Data Protection Officer/Official (BO) in an independenbversight role

In certain jurisdictions, organizations are obliged to appoint a data protection officer/official who is an expert in data
protection requirements and uses their knowledge to provide advice and oversight to the organization with respect to
its data processing activities. These DPOs operate with the support (financial, resources, otherwise) of the organization,
but act independently, such that they may report non-compliance with privacy obligations to regulators with impunity.

Out of scope in this PMA: The assignment of responsibility for the implementation and maintenance of a privacy
program

&b Assign responsibility for data pracy throughout the organizatiorie.g. Privacy
Network)

Managing privacy within an organization requires the contribution and participation of many members of that
organization. Members of the privacy team may sit in different functional groups or jurisdictions in which the
organization operates to facilitate understanding of the privacy risks applicable to that functional group or jurisdiction.
Organizations may also consider embedding privacy functions in the background in different operational groups or
creating a more visible, independent privacy function. Where the organization does not have an establishment in a
jurisdiction in/from which it processes personal data, there may be obligations to appoint/designate a local
representative, with responsibility for the organization’s privacy compliance obligations.

The organization determines how to position the privacy team within the organization, considering different governance
models and where privacy fits within the organization’s hierarchy.

Out of scope is the assignment of specific roles, such as a Data Protection Officer/Official or a Chief Privacy Officer.
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& Maintain roles and responsibilities for individualresponsible fodata privacy (e.g. job

descriptions)

To help the organization meet its privacy mission statement and legal obligations around appointing data protection
officers, individuals responsible for privacy have clear roles and responsibilities that are defined, e.g., through job
descriptions. Roles that may be defined include:

9 the Chief Privacy Officer;

9 Privacy Managers;

9 Data Protection Officers (DPO);

1 Privacy Analysts;

1 Business line Privacy leaders/stewards; and
1 Incident response team members.

Outside the scope of this privacy management activity is a sectoral and regional salary and benefit determination.

':El Conduct regular communication beteen the privacy office, privacgetwork and

others responsible/accountable for data privacy
To effectively implement the organization’s privacy strategy, individuals who are accountable and responsible for data
privacy regularly communicate with each other in order to:

Understand the different perspectives about privacy throughout the organization;
Learn about the use of personal data in context;

Proactively assist in building privacy into ongoing projects;

Help individuals meet their objectives while implementing privacy; and

Imbue privacy thinking across the organization.

=A =4 =4 -4 =4

Outside the scope of this privacy management activity are ad hoc discussions about privacy issues that arise within the
organization.

&J Engage stakeholders throughout the organization on data privacy matters (e.g.

information security, marketing, etc.)

To proactively address data privacy matters, as well as effectively respond to privacy issues that are relevant and impact
stakeholders throughout the organization, the Privacy Office conducts informal communications with individuals whose
responsibilities may not include privacy and participates in committees for business units whose activities may have privacy
impacts (e.g., information security, marketing, etc.).

Outside the scope of this privacy management activity are formal discussions (e.g., monthly meetings) about privacy issues
among individuals within the organization who have ownership (accountability or responsibility) for privacy matters.

&b Report to internal stakeholders on the status of privacy management (e.g. board of

directors, management)

The status of the privacy program is communicated internally, including to management, senior executives and the
board of directors, on a regular basis. These communications align the privacy function with organizational objectives,
focusing on how privacy supports the organization’s bottom line, as well as highlighting the status of compliance with
legal and regulatory requirements and any major privacy risks, data breaches or privacy events that should be known by
key decision makers. Reporting on privacy is essential to accurately, comprehensively and efficiently inform those
accountable for overseeing and managing the privacy program to ensure that the organization achieves compliance and
reduces risks related to the processing of personal information.

Out of scope includes the actual development and implementation of metrics that may be reported on.
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&? Report to external stakeholders on the status of privacy management (e.g. regulators,

third-parties, clients)
External awareness of the status of the organization’s privacy program builds confidence among customers, vendors,
privacy regulators, and the general public. Such awareness can be made through various methods including:

1 reports generated by the organization;
1 publication of audits; or
9 third party verification or accountability agent assessments.

Out of scope is the actual development and implementation of metrics that may be reported on.

éb Conduct an Enterprise Privacy Risk Assessment

The scope of the privacy program is determined by the legal and regulatory compliance challenges and data impacted.
In order to develop a privacy strategy, the organization must:

1. Understand privacy compliance challenges in relevant laws, cultures, languages and business methods;

2. ldentify areas where personal data is likely to be collected, processed or used, and any laws that apply
to that particular type or handling of personal data; and

3. Determine based on these privacy-risks, what privacy priorities align with the organization’s overall
goals.

The Privacy Office has a procedure for conducting an organizational privacy risk assessment across business units
(including human resources, sales, marketing and product development). The privacy risk assessment is a prerequisite
for further development of an Organizational Privacy Program, in which the Privacy Office creates and oversees
individual business unit privacy and security self-assessments, business process reviews, process improvements,
communications and training. The risk assessment process enables the Privacy Office to identify and prioritize privacy
and security gaps across the organization and manage the privacy program for risk mitigation, compliance and to
increase brand reputation and customer trust.

Out of scope are privacy risk assessments which are conducted by third parties in response to a privacy or data security
breach or incident, or an audit conducted by internal compliance business units (i.e., internal audit of finance, ethics or
other regulatory compliance).

&b Integrate Data Privacy int®@usinessRiskAssessment&Reporting

Organizations conduct business risk assessments to identify and assess the factors that may jeopardize the success of
business units. With Privacy Office support, business lines conducting these risk assessments consider privacy risks as
one element affecting the organization’s business efforts.

This privacy management activity only touches on the how data risks may be assessed. It does not address all the
methods for reviewing risks and mitigating controls, nor does it list all the risks that will arise in a business risk
assessment.

CE! Maintain a Privacy Strategy

Based on the Privacy Risk Assessment, the organization’s privacy strategy will:

Reflect the nature of the organization and its mission;

Develop a vision for the organization’s privacy program;

Define the privacy program scope; and

Detail strategies for achieving the organization’s privacy priorities.
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Outside the scope of this privacy management activity is:

1 The assignment of responsibility for privacy;
1 The assignment of accountability for privacy at a senior level; and
1 Creating job descriptions for the privacy office.

&‘ Maintain a privacy program charter/mission statement
The organization’s privacy program charter/mission statement is a statement about the privacy vision of the
organization and lays the groundwork for the elements of the privacy program. In general, mission statements:

1 Emphasize the value the organization places on privacy;
1 Identify key objectives of the privacy program; and
1 Details strategies at a high-level for achieving those objectives.

Out of scope of this privacy management activity is the development of a Privacy Strategy which documents the aims,
scope, and outcomes of the privacy program.

&b Require employees to acknowtlge and agree to adhere to theata privacy policies
To ensure employees understand the importance of privacy to the organization and hold individual employees
accountable for their actions with respect to handling personal data, each employee acknowledges and agrees to
adhere to data privacy policies (see Privacy Management Process 3). This acknowledgement and agreement can be a
separate document (paper or electronic), or it can form part of an existing document, e.g., the Code of Conduct, an
Employee Handbook or an individual copy of the Data Privacy Policy.
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= 2. Maintain Personal Data Inventory and Data Transfer Mechanisms
E

Maintain an inventory of the location of key personal data storage or personal data
flows including cross-border with defined classes of personal data

&‘ Maintain an inventory of personal data holdingévhat personal data is held and where)
The Privacy Office creates and maintains an inventory of personal data holdings based on standard questionnaires for

the various departments and IT solutions. The inventory would address the different types of data held (the nature of
employee data, customer data, client-owned data, and data co-owned with another organization) and where the

personal data is held (e.g., servers, mobile devices, desktops, in the cloud, and geographic location). There are processes
for updating the inventory to reflect changes related to the personal data maintained.

cﬂ: Classify personal data holdings by type (e.g. sensit confidential, public)

Classifying personal data into classes such as "publicly available", "confidential", "sensitive", etc., allows an
organization to narrow the scope of what needs to be protected and how. Procedures are created establishing the
organization's classification scheme, along with details around data ownership, a description of retention
requirements and appropriate use and protection requirements based on the classification level and legal
requirements (e.g., certain types of data may be subject to particular legal requirements, such as health or financial
data).

&& Obtainregulator approval for data processing (where prior approval is required)
In some jurisdictions, organizations must obtain approval from data protection and privacy regulators prior to
collecting and processing personal data. These situations may arise when the processing operations are likely to
present specific risks to data subjects, such as the organization plans on processing:

1 sensitive personal data;
1 personal data for the purpose of evaluating personal aspects of the individual or determining the
individual's eligibility for a right, benefit or contract; or
1 onalargescale (e.g., Big Data).
The organization's procedures determine instances where approval is required, consult with the regulator if it is
unclear whether approval is required, and document the approval process.

&-‘ Register databases withegulators(where registration is required)
In some jurisdictions, organizations must notify the data protection/privacy regulator of its data processing activities
and register its databases containing personal data with the authority. Procedures are in place to assess:

1 when the organization must register its databases;
1 what to include in registrations; and
1 how to go about registering.
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&? Maintain flow charts for data flows (e.g. between systems, between processes,

between countries)
The IT department:
1 Knows which areas of the organization collects personal data and where such data flows, within

systems and processes, and among vendors and geographic regions;
1 Has a process to update its map to reflect changes in data flows; and
9 Brings the Privacy Office in on changes in data flows that impact privacy.
Knowing the data flows within the organization will help the Privacy Office write an accurate Data Privacy Policy,
explaining how the organization collects, uses and discloses personal data.

&b Maintain records of the transfer mechanism used forossborder data flows (e.g.

standard contractual clauses, binding corporate rules, approvals from regulgtors
Sending personal data abroad, even within the organization, can increase data protection risks and the complexity of
managing them due to the differing privacy law requirements. The organization maintains documentation regarding all
cross-border flows, tracking its use of, and compliance with, cross-border transfer mechanisms, such as:

EU model clauses;

Binding corporate rules;

Data protection authority approvals; and

Reliance on any exemption from the transfer requirements as set out in law.
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Out of scope of this privacy management activity is the actual use of any particular cross-border transfer mechanism,
such as Model Clauses, BCRs, etc. — this activity is around tracking transfers, not how to accomplish such transfers

legally.

&& Use Binding Corporate Rules as a data transfer mechanism

Binding Corporate Rules (BCR) are corporate codes of conduct which are used by multinational organizations to
comply with data transfer rules.

The purpose of BCR is to ensure that adequate safeguards are in place to protect the rights of data subjects. They must
be approved by the appropriate privacy regulators, a process which has evolved over the past decade to include a
mutual recognition procedure wherein the applicant can choose a regulator (based on criteria related to their location
and business) to act as the ‘lead authority’. The lead authority then facilitates the authorization process by other
privacy regulators.

cﬂ) Usecontractsas a data transfer mechanisife.g. Standard Contractual Clauses)
Governments and regulators create model clauses to facilitate the transfer of personal data from a privacy-protective
regime to a recipient in a country that does not provide adequate protections for personal data. When disclosing
personal data to third parties in a country with inadequate privacy protections, the organization uses these standard
contractual clauses in its vendor contracts and processing agreements to ensure protection for personal data.
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&J UseAPEQrossBorder Privacy Rules as a data transfer mechanism

The Asia-Pacific Economic Cooperation (“APEC”) developed the Cross Border Privacy Rules (“CBPR”) system to protect
the privacy of personal data moving between APEC economies. Organizations develop internal business rules on cross
border data privacy procedures and have their procedures certified by an authorized accountability agent, to protect
personal data when transferring it between APEC economies.

CE! Useregulatorapproval as a data transfer mechanism

The organization seeks to complete an international transfer of data; however other transfer mechanisms such as
Binding Corporate Rules (BCRs), model contracts, the US/EU Safe Harbor program, or others might not be available to
the organization. In such cases, the organization may seek the approval of the data protection/privacy regulator to
legitimize the transfer for data. In some cases, e.g., for certain data types, such as biometrics, the authorization of the
regulator is always required.

':El Use adequacy or one of the derogations from adequacy (e.g. consent, performance of

a contract, public interest) as a data transfer mechanism

When transferring personal data, organizations ensure that recipients are located in jurisdictions that provide
adequate protections for personal data. If the recipient is not in a jurisdiction that provides adequate protection, the
organization may still transfer personal data in accordance with a legal mechanism (e.g., Safe Harbor, binding
corporate rules), or if the circumstances of the transfer fall within one of the exceptions from the requirement for
adequate safeguards as set out in local law.

&b Use the ELUS Privacy Shield as a data transfer mechanism
NOTE: In Maximilian Schrems v. Data Protection Commissiease C-362/14, the Court of Justice of the European
Union ruled that the Safe Harbor Decision is invalid. On February 2, 2016, the European Commission issued a press

release indicating that the Commission and the United States have agreed on a new framework for transatlantic data
flows: the EU-US Privacy Shield. The new arrangement will replace the invalidated Safe Harbor framework and will
provide stronger obligations on companies in the U.S. to protect the personal data of Europeans and stronger
monitoring and enforcement by the U.S. Department of Commerce and Federal Trade Commission (FTC).

The details of the arrangement have not yet been made public. Until they are, organizations should continue to assess
what data transfers are currently flowing on the basis of the Safe Harbor Framework and consider an alternative:
e Use Binding Corporate Rules as a data transfer mechanism
¢ Use contracts as a data transfer mechanism (e.g., Standard Contractual Clauses)
e Use regulator approval as a data transfer mechanism
¢ Use adequacy or one of the derogations from adequacy as a data transfer mechanism
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3. Maintain Internal Data Privacy Policy
\ Maintain a data privacy policy that meets legal requirements and addresses

operational risk and risk of harm to individuals

&b Maintain a data privacy policy

Organizations create privacy policies to provide guidance to their staff for the processing and protection of personal
information. These policies synthesize business, legal, regulatory, ethics, and data subject requirements into
comprehensive guidance for the organization to achieve compliance with laws, regulations, and contracts while
reducing the risk of a data breach. Such policies may also address common data privacy principles, such as consent,
data minimization, purpose specification, accuracy, safeguards, transparency and individual rights.

This privacy management activity will cover the creation and on-going maintenance of a privacy policy. Out of scope
for this privacy management activity is the:
1 Collection of business, legal, regulatory, and data subject requirements for the definition of the policy;
1 Creation and maintenance of a privacy notice, the creation of a realization of the privacy policy for
external audiences.

&! Maintain anemployee data privacy policy

Organizations create employee privacy policies to provide guidance on expected behaviors to those employees who
are using and processing the personal information of their peers. Separate from a general data privacy policy, the
employee data privacy policy addresses how the organization will collect, use and process employee data. Procedures
are in place to update the policy based on changes in privacy laws or regulations, or changes in business processes
(e.g., Human Resources starts offering health benefits and needs to collect certain medical information as a result).

This privacy management activity will cover the creation and on-going maintenance of an employee privacy policy.
Out of scope for this privacy management activity is the:
1 Collection of business, legal, regulatory, and data subject requirements for the definition of the policy;
1 Creation of an employee privacy notice; and
1 Creation and maintenance of a general organizational privacy policy.

&b Maintain an organizational code of conduct that includes privacy

Organizations often have codes of conduct, ethics guidelines or other high-level corporate policy guidance for the
entity and its employees. The Privacy Office may be tasked to ensure that important data privacy statements are
included within these documents to demonstrate the entity’s commitment to privacy and to communicate to
employees the value the organization places on privacy.

Out of scope of this privacy management activity is:

T Industry Codes of Conduct recommended in data protection laws

1 Code of Conduct topics other than data privacy

I Codes of Conduct that focus on narrow issues, such as social media
Communication and education required regarding the Code of Conduct
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CEI Document legal basis for processing personal data

In some jurisdictions, personal data may only be processed by organizations in certain defined circumstances, e.g.,
with the data subject’s consent, or where processing is necessary for the performance of a contract, etc. Given these
limitations, organizations have procedures in place to determine a legal basis for its data processing and record this
analysis.

CE! Maintain guiding principles for consent

Elements that have been identified as key to obtaining valid consent are the following:

“freely given”;

“specific” to the relevant data processing activities;
“unambiguous”;

“explicit”; and

“informed”.
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Since personal data may generally be processed where the data subject has consented to such processing, obtaining a
valid consent from an individual may be vital to certain processing activities. Organizations identify how they obtain
consent from data subjects in a manner that data protection regulators would consider valid.

&1 Integrate ethics into data processinffCodes of Conduct, policies and other measures)
Organizations use internal or external review mechanisms to vet, approve and monitor ethical data processing and

use, especially in the context of big data and Internet of Things technology and robust analytics capabilities. The more
difficult it is for an individual to exercise his or her rights of information, access, correction and deletion, the larger the

need for ethical data processing.

External mechanisms may include Independent Review Boards, Regulator Reports and Guidelines, Association and
Industry Guidelines and privacy think-tank policy documents.

Internal mechanisms may include codes of conduct, policies, guidelines and other measures intended to guide
decisions regarding data processing, use and the exercise of individual rights.

Out of Scope: General organizational codes of conduct that include broad privacy considerations.
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@ 4. Embed Data Privacy Into Operations

Maintain operational policies and procedures consistent with the data privacy policy,
legal requirements, and operational risk management objectives

tﬂ: Maintain policies/procedures for collection and use of sensitive personal data

(including biometric data)

Some types of personal data are considered sensitive, and require a higher standard of care and protection. What is
considered “sensitive” depends on the jurisdiction, but common examples include:

Racial or ethnic origin;

Political opinions;

Religious or philosophical beliefs;

Membership in a trade union;

Physical or mental health information;

Data relating to sexual life;

Social welfare;

Financial information;

Government identifiers, e.g. Social Security numbers; and
Criminal charges or convictions, as well as legal proceedings.
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Additional types of personal data that are often thought of as sensitive include:
i Biometrics;
1 Genetic data;
1 Location data; and
91 Data pertaining to children.

An organization ensures that policies/procedures consider the added protections required to process sensitive personal
data lawfully.

Out of scope is the handling of data pertaining to children, as this is covered by the privacy management activity related
to "Maintain policies/procedures for collection and use of children and minors' personal data".

&‘ Maintain policies/proceduresfoc ol | ect i on and us epersohal c hi |
data

While not traditionally defined in privacy and data protection laws as “sensitive”, increasingly, privacy regulators are
recognizing data pertaining to children and minors as needing heightened protection, as such data pertains to a
vulnerable population. Children and minors may not be able to understand privacy notices or the consequences of their
provision of data, and organizations may risk violating the notion of “fairness” when they collect and use this data
without appropriate privacy protections and permissions. Additionally, some jurisdictions have specific privacy laws or
provisions dealing with the data of children and minors and the responsibilities of the organization to put in place
oversight tools for parents and guardians. In all, organizations need to put in place policies and procedures to ensure the
proper handling of personal data pertaining to children and minors.
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& Maintain policies/procedures for maintaining data quality
Data quality requirements include information that is accurate, complete and up-to-date. Organizations maintain
policies/procedures regarding data quality assurances in:

9 Data entry;

91 Verification procedures;

9 Storage requirements; and

1 Ongoing data management.

':El Maintain policies/procedures fothe de-identification of personal data

When personal data is no longer required or when the identity of the individual associated with the personal data is not
required for a purpose, processes/policies are in place that identify steps for the organization to render personal data
pseudonymized, anonymised, or otherwise de-identified.

Outside the scope of this privacy management activity is the determination of how long personal data should be
retained in an identifiable form.

':El Maintain policies/proceduredo review processing conductedholly or partially by

automated means

Some decisions taken about individuals may have a legal or significant effect on them, such that they should not be
made on the sole basis of automated processing. Organizations have mechanisms in place to evaluate the significance of
any automated decision-making it undertakes (i.e., do the decisions have legal or significant effect on the individual) and
take steps to introduce a manual review process where significant decisions are being made.

&l Maintain policies/fprocedures for secondary uses of personal data

Secondary uses of personal data are uses of personal data by an organization for that go beyond the primary purpose.
Organizations maintain policies/procedures that define:

1 The purpose of personal data processing; and
1 How to address situations when it wishes to use the personal data in ways that diverge from those
defined purposes.

&b Maintain policies/procedures foobtaining valid consent

Organizations put in place procedures and mechanisms for collecting valid consents (e.g. consent forms that record a
user’s consent) and recording a user’s preferences (e.g. a user may consent to receiving new software updates but not
promotions or marketing).

Elements that have been identified as key to obtaining valid consent are the following:
1 “freely given”;

“specific” to the relevant data processing activities;

“unambiguous”;

“explicit”; and
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“informed”.
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Since personal data may generally be collected and used where the individual has consented to such use, obtaining a
valid consent from an individual may be vital to certain activities. Organizations must identify how they obtain consent
from individuals in a manner that data protection regulators would consider valid.

Out of scope of this activity are the collection, recording and implementation of opt-out requests.

&b Maintain policies/procedures for secure destruction of personal data

An organization maintains policies/procedures that define acceptable methods for the secure destruction of personal
data regardless of whether that personal data is in an electronic or paper format.

CE! Integrate data privacy into use of cookies and tracking mechanisms

Organizational procedures regarding the use of cookies and/or other tracking mechanisms are defined in order to
mitigate the privacy risk of using cookies and/or other tracking mechanisms (e.g., web beacons and computer finger-
printing).

Organizational procedures define the use of valid consent mechanisms; ensure transparent use of cookies and/or other
tracking mechanism and have a valid mechanism for turning cookie and/or other tracking mechanism off. Cookies and
other tracking mechanisms use is documented in the organizations Privacy Notices.

Outside the scope of this privacy management activity is Location Tracking found in privacy management activity
"Integrate Data Privacy into Use of Geo-location (tracking and location of) devices" and digital marketing cookies found
in privacy management activity “Integrate data privacy into digital marketing (online, mobile)”.

'CE! Integrate data privacy into records retention practices
Organizations establish records retention policies and procedures to ensure proper storage of both hard copy and
electronic records. The Privacy Office ensures that these practices address data privacy issues, such as:
91 Limitations on retaining personal data;
1 Respect for litigation and compliance retention requirements;
1  Who has access to stored records; and
1 Where records are stored.
The organization must also address retention in the form of system backup plans, including testing and offsite storage.

&1 Integrate data privacy into direct marketing practices

Direct marketing communication is used by organizations to send commercial messages to particular, identified
individuals as a means of creating or maintaining a relationship with potential or existing customers. Organizations
maintain policies/procedures that ensure privacy considerations are taken into account in direct marketing efforts, such
as:

1 Using valid consent mechanisms;

1 Recording customers preferences for do not call efforts; and

1 Referring to do not call/contact registry’s for organizations operating in countries with a do not

call/contact regulation.
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& Integrate data privacy into email marketing practices

E-mail marketing is an effective method of quickly reaching a large audience at low cost. However, the marketer needs
to balance the size of the outreach efforts to not be so broad that it reaches recipients who are annoyed by unexpected
or unwelcome messages. This Privacy Management Activity discusses approaches to obtaining and respecting customer
preference in e-mail. It does not address customer preference in direct or behavioral/targeted advertising and
marketing.

'CE’ Integrate data privacy intdelemarketing practices

Telemarketing is the use of telecommunications facilities as a means of communicating offers, promotions, fundraising
or other commercial messages to existing or potential customers. Organizations maintain policies/procedures ensuring
that privacy is considered when engaging in telemarketing campaigns, including:

Necessary disclosures during telephone calls;
Use of auto-dialers;

Call recording;

Valid consent; and

Maintaining opt-out/do-not-call lists.
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CE! Integrate data privacy intaigital advertising practices (e.g. online, mobile)

The advent of digital marketing has been accompanied by a far higher level of scrutiny of privacy issues than was ever
the case with traditional media. Whether online or on mobile devices, data are at the center of the digital marketing
world and digital technologies have the capability to collect, use and disclose information about individuals without the
individual’s knowledge or consent. Much of the privacy concern that digital marketing has encountered relates to the
observation of consumer behavior and the targeting of ads based on this behavior. Organizations also have policies and
procedures in place for the use of cookies and other mechanisms (such as browser cache, locally stored objects (LSO's),
or statistical identifiers) and the use of individual information in creating of profiles for behavioral advertising, including
collection of information that is used to track user preferences (e.g., a points card that keeps track of purchases at a
grocery store) and online activity (e.g., browsing history of sites visited).

Outside the scope of this privacy management activity is:
1. Integrate Data Privacy into use of Cookies and Tracking Mechanisms;
2. Integrate Data Privacy into Use of Geo-location (Tracking and Location of) Devices;
3. Integrate data privacy into offline direct marketing practices;
4. Integrate data privacy into email marketing activities.

&J Integrate data privacy into hiring practices
Organizations put in place procedures for Human Resources to follow that define the types of acceptable data privacy
practices to include in hiring practices. The Privacy Office:
1 Defines procedures for acceptable data collection, usage, access, retention, security, and trans-border
flow practices;
1 Recommends valid questions used in interviews and reference checks; and
1 Approves the online/offline forms HR uses to collect personal data from internal and external
candidates or applicants.
1 Reviews policies and procedures around background checks, including when they should be conducted
and how to obtain valid consent.
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&b Integrate data privacyintd he organi zation’s wuse of
Policies and procedures are maintained by the organization regarding social media practices include including guidance
for:

1 Passive collection of personal data (e.g., individuals leaving comments or posts on a corporate page);

1 Active collection of personal data (e.g., “friending” or searching employee or customer profiles); and

1 How collected personal data can be used, secured and retained.

Social Media policies may differ greatly by organization, but this privacy management activity addresses key
considerations for any business which handles personal data, and has employees and/or vendors who use social media.

&i Integrate data privacy into Bring Your Own Device (BYOD) policies/procedures
This privacy management activity discusses the importance of including data privacy considerations in policies and
procedures developed to address the risk introduced by allowing or enabling the connections of devices belonging to
staff and visitors into an entity’s data networks.

This privacy management activity does not cover security controls which are intended to enhance the protection of data
on the devices.

&J Integrate daf privacy into health & safety practices

The organization provides services and programs to ensure the well-being of employees, contractors and visitors. The
organization's health and safety office ensures that its health and safety practices do not conflict with the organization's
privacy policy including:

I Personal data collecting during incidents; and
I How personal data is used, protected and retained.

&J Integrate data privacy into interactions with works councils

A Works Council is a body within an organization that is elected by employees and who act on behalf of employees. The
Human Resources or business unit working with the Works Councils ensures that policies and procedures are in place
for working with Works Councils when an organizational initiative will impact employees. Note that Works Councils only
exist in certain limited EU countries and are not generally a global concept. They are separate from traditional employee
trade unions.

Background to Co-determination Rights:

For successful cooperation it is essential to be aware that the introduction and use of any system/application/tool, etc.
that is intended to monitor employee behavior or performance may raise co-determination rights by the Works
Council.

The Works Council has a strong right of co-determination in the introduction and use of technical devices which are
designed to monitor the behavior or performance of the employees. Most of the actual systems/applications/tools do
not consider this aspect of co-determination and are, by default, able to collect personal data about employees.
Therefore, the data collected by the system/application/tool is relevant to Works Council activity.
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Additional areas where the Works Council has co-determination rights may include:

Employee behavior and operations;

Staff breaks and working hours;

Reduction or extension of usual operating hours;

Time, place and manner of payment of wages/salaries;

Vacation and holidays;

Rules on the prevention of occupational accidents and diseases;
Assignment and eviction related to staff quarters and living spaces; or
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Premiums, bonuses and performance-related remuneration.

&3 Integrate data privacy into practices for monitoring employees

Employee monitoring is the process an employer's Human Resources Department puts in place for monitoring
employee’s work activity in order to detect activity that may negatively impact on the company. The Privacy Office vets
these monitoring initiatives to ensure they consider privacy issues, such as:

9 Collection of employee personal data only for specific purposes, considered reasonable; and
1 Obtaining valid consent where applicable.

Employee monitoring laws and regulations may be different in the jurisdiction in which an organization operates; an
organization should have legal/privacy office approval for employee monitoring process and procedure.

Outside the scope of this privacy management activity is:

1 Using geo-location and tracking devices to follow employee movement;
1  Watching employees through the use of CCTV; and
1 Conducting internal investigations into employee behavior.

&3 Integrate data privacy into use of CCTV/video surveillance

A CCTV system is used to:
1 Track or monitor what an individual or group is doing;
1 Capture information that could be used to investigate a crime; and
1 Use surveillance as a means of deterring crime.
For the use of CCTV, an organization should develop a business plan for any proposed CCTV system, setting out the:
1 Purpose of the system;
1 Outcome(s) expected; and
1 Type of technology and equipment that will be used.
The organization with guidance from the privacy office ensure policies and procedures are in place that clearly identify:
1 Why the CCTV is place;
1 How the information is used, stored and protected; and
1 Who has access to recorded information and for what reason.
Covert video surveillance is outside the scope of this privacy management activity.
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&! Integrate data privacy into use of gelmcation (tracking and or location) devices
Geo-location is data which refers to the geographical location of a person or object (e.g., mobile device). Geo-location is
calculated by the use of:

1 Global Positioning System ("GPS");
1 Cell tower triangulation;
1 Proximity to known Wi-Fi hotspots; or
1 A combination of these methods.
An organization maintains policy and procedures vetted by the Privacy Office regarding geo-location information:
1 The policy defines the use, storage and access of geo-location information either stored on the device or

obtained via GPS or other mechanism; and
1 Procedures ensure:

o Valid consent and notice mechanisms;
o Proper security for storage and transmission of geo-location data; and
o Valid method for turning off the geo-location capabilities if needed.

CE! Integrate data privacy intgolicies/procedures regarding accesso e mp |l oy ee s

company email accounts

When an employee is away from the office, e.g., on vacation, a leave of absence, or has been terminated, procedures
exist to properly authorize a delegate to access the employee’s organizational e-mail account as necessary for the
performance of work and in a manner that respects the privacy of the employee-owner of the e-mail account.

&b Integrate data privacy into ediscovery practices

Electronic discovery or “e-discovery” is the pre-trial phase in a lawsuit where evidence, in electronic format, can be
obtained from the opposing party. This process can involve the exchange of large numbers of documents, some of
which may include personal data.

Organizations have policies and procedures for addressing e-discovery when litigation is anticipated or commenced. The
Privacy Office ensures that data privacy issues are addressed in these policies and procedures including:
1 Retention issues (litigation holds pre-empting usual data retention practices);
1 Document review (will this be outsourced and to whom); and
1 Disclosure issues (e.g., personal data is disclosed to the opposing party unnecessarily or the organization
improperly refuses to provide documents, citing “privacy” restrictions).

CE! Integrate data privacy intaconducting internal investigations
Internal investigations are used when employees are alleged to be violating company rules with the aim of uncovering
the truth about alleged misconduct within the organization. The HR or Internal Investigations unit maintains policies and
procedures, including:
1 The collection and protection of collected evidence;
1 Interviews with suspects and witnesses; and
1 Computer and network forensics.
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& Integrate data privacy into practices for disclosure to and for law enforcement

purposes

When presented with a warrant or other legal mechanism from Law Enforcement pertaining to the organization’s
employee or customer personal data, policies and procedures need to put in place for the organization to cooperate
with Law Enforcement and provide the required information. The organization ensures that the information requested
is reviewed and within the organization’s ability to provide, taking steps to best protect the privacy of the information to
the extent possible.

Types of disclosures include the following:

1. Responding to a specific request for Personal Information via:
1 Warrant;
1 Subpoena; or
1 Other demand (under legislation etc.) — may be pre-warrant.

2. Routine/periodic requests - the organization gets regular requests from Law Enforcement:
1 Law enforcement agencies may routinely request information from the organization; and
1 AnInformation Sharing Agreement is required.
3. Urgent "Amber Alert":
1 Arequest from Law Enforcement for specific information — may range from contact information to
transactional information or perhaps images; and
1 Therequest is urgent and required to support an investigation, typically criminal in nature, e.g., requests
to assist in locating a suspect, fugitive, material witness or missing person.
Out of scope for this privacy management activity is the disclosure of non-personally identifiable information.

CE& Integrate data privacy into research practic€s.g. scientific and historical research)

The organization maintains procedures for research practices including processes to obtain personal data for research
purposes, ensuring valid consents are obtained, de-identifying data where possible, and taking measures to safeguard
files with sensitive information.
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5. Maintain Training andAwareness Program

Provide ongoing training and awareness to promote compliance with the data privacy
policy and to mitigate operational risks

tﬂ: Conductprivacy training
The organization maintains a data privacy training program for its new and existing employees and continued re-
enforcement of this program ensures that employees maintain an understanding of the organization's data privacy
policies and practices. Processes are in place to ensure that:

9 Training content is updated and enhanced as required;

1 Training takes place on a regular basis, i.e., yearly;

1 The learning objectives are achieved; and

1 Training attendance is documented.

&b Conduct privacy training reflecting job specific content

Based on the data privacy needs assessment and any new data privacy developments, employees in roles that require
additional data privacy training due to the privacy-sensitive nature of the position receive ongoing training to ensure
they maintain an increased knowledge of the organization’s data privacy policies and practices. To facilitate this, the
organization conducts an assessment of the job responsibilities that impact data privacy to ensure that relevant data
privacy requirements for jobs are included in this further training.

&& Conductregular refresher training
Regular refresher training is required to ensure that employees understand the organization’s privacy policies and
practices and remain abreast of any new developments that may impact these privacy policies and practices.

&b Incorporate data privacy into operationdraining, such as HR, security, call centre
The organization integrates data privacy into other training programs, such as HR training, security training and new
employee training to streamline important training material into a cohesive training program consistent with the
organization’s training and communications objectives. Integration of data privacy training with other training
programs allows organizations to ensure that messaging is aligned between training programs.

&? Deliver training/awareness in response to timely issues/topics
An organization may consider training or a focused communication pertaining to an event or important issue/topic, for
example on:

M events such as data breaches;

9 violations of the organizations data privacy policy; and

1 new laws or regulations.
This method can be used to re-enforce a key message that describes the event and how it could be prevented by
following the relevant data privacy policy or process.
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& Deliver a privacynewsletter, or incorporate privacy into existingorporate

communications

Providing formal, annual privacy training for your organization is simply not enough. Establishing an awareness
program to keep privacy top-of-mind within your organization is vital to the proper protection of personal
information.

This privacy management activity will cover an important part of your privacy awareness efforts, establishing a regular
privacy communication to the organization through a privacy newsletter or by leveraging existing organizational
communications methods.

& Provide a repository of privacy information, e.g. an internal data privacy intranet
A data privacy portal, privacy blog or privacy FAQs are methods organizations can use to communicate privacy
information to the organization. The privacy portal may contain links to online training material, data privacy
documents and relevant privacy information. This information should be kept up to date by the privacy office.

&1 Maintain privacyawareness meerial (e.g. postersand videos)

Maintaining privacy awareness material ensures organizational material is up to date and relevant with current data
privacy policies and procedures, i.e., ensuring links point to the latest data privacy policies and materials. Also ongoing
awareness materials serve as a day-to-day reminder for re-enforcement. As technology evolves, the awareness
materials also evolve, as awareness and education could be done, e.g., on social networking via a video.

&J Conduct privacy awangess events (e.g. an annual data privacy day/week)
Privacy events, such as annual data privacy days/weeks or lunch and learns, are an opportunity for organizations to
highlight their data privacy programs.

tﬂ: Measureparticipation in data privacytraining activities (e.g. number of participants,

scoring)

Measuring the participation of data privacy training demonstrates an organization’s commitment to data privacy. The
measure of “participation” could be achieved through participants taking a test containing data privacy questions or
recording the names of participants attending data privacy training. Each of these methods proves that data privacy
training has taken place. Organizations consider recording attendance for new hire and core training refresher.

&1 Enforce the requirement to complete privacy training

Including data privacy training requirements as part of performance reviews assists the organization in demonstrating
the importance of privacy and regulatory and legal compliance in this field of business by apportioning responsibility
between the individual and the business.
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&1 Provide ongoing education anttaining for the Privacy Officand/or DPOs

Through ongoing data privacy training, continuing professional education, guest speakers, etc. for the Privacy Office
and the Data Protection Officer function, an organization’s privacy functions are provided with adequate data privacy
training and kept up to date on key data privacy trends and best practices for the organization. This benefits the
organization by having the Privacy Office and DPO versed on best practices which in turn leads to increased knowledge
of privacy for the organization.

&b Maintain certification for individuals responsible for data privacy, including conting

professional education

Having individuals certified in their field, e.g., a privacy specialist, demonstrates the organization’s commitment to
privacy by having designated professionals employed in their field of expertise. Continuing professional education
(“CPE”) allows data privacy specialists to keep abreast of current data privacy trends, information and best practices
while maintaining professional certification. A minimum set of hours each year is a requirement for privacy
professionals who wish to maintain their privacy professional designation.
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6. Manage Information Security Risk

Maintain an information security program based on legal requirements and ongoing
risk assessments.

&& Integrate data privacy risk into security riskssessments

A security risk assessment enables an organization to identify threats and the associated vulnerabilities which have the
potential to negatively impact the business. The security risk assessment addresses all departments and computer
systems within the organization, including those that collect, process, store, and transmit personal data.

Out of scope are:
1 Data privacy needs assessment by position/job;
1 Privacy risk assessments; and
1 Vendor data privacy risk assessments.

&b Integrate dataprivacy info aninformation security policy
The Information Security Policy is a written statement that communicates the organization’s intent, objectives,
requirements, responsibilities and standards for protecting information. The Policy:
1 Is a high level statement which clarifies the direction of, and support for information security;
1 Explains the “who” and “why” but not the “how” for protecting data;
1 Is supported by standards, guidelines, and operational procedures which explain in detail how to
execute against the Policy requirements; and
91 Is used to protect information assets from a wide range of threats to ensure business continuity,
prevent security breaches, and reduce operational and business risk.
This privacy management activity focuses on the privacy-specific aspects of maintaining an Information Security Policy;
the roles and responsibilities of the Information Security or IT organization are out of scope.

&b Maintain technical security measures (e.g. intrusion detection, firewalls, monitoring)
Technical security measures are safeguards organizations implement and maintain to avoid, counteract or minimize
security risks. Technical security measures consist of hardware and software controls organizations use to provide
automated protection to the system and applications. Some examples of technical security measures include:

1 Firewalls;

1 Intrusion Detection System (“IDS”);

1 Intrusion Prevention Systems (“IPS”); and

1 Security Event and Information Monitoring System.

&? Maintain measures to encryppersonal data

Administrative security measures (i.e., procedural controls) and technical security measures (i.e., hardware and
software controls) are used to guide the process of and transformation of personal data using an algorithm into an
unreadable format, safeguarded against those who do not possess the encryption key. This privacy management activity
focuses on the privacy office's role in the encryption process and ensuring that personal data is encrypted in appropriate
circumstances and in an appropriate fashion.

Outside the scope of this privacy management activity are administrative and technical security measures beyond
encryption, which are used to protect personal data.
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&1 Maintain an acceptable use of information resources policy

An acceptable use policy is a set of rules applied by an organization that governs the use and defines the restrictions of
network, website and computer system resources. An acceptable use policy defines what users are, and are not,
allowed to do with the IT systems of an organization. It should also define what sanctions will be applied if a user breaks
the acceptable use policy.

&b Maintain procedures to restriciccess to personal informatio(e.g. rolebased access,

segregation of duties)

Access to personal data is restricted to employees and users with a legitimate business need. This includes controls in
the user provisioning process (adding, modifying, and deleting user profiles), ensuring that access is authorized by
someone with appropriate level of authority, and authenticating users. Segregation of duties ensures that conflicts do
not exist which could present a security or privacy risk.

This privacy management activity will focus on the privacy-specific aspects of managing access to personal data.

&J Integrate data privacy intaa corporate security policy (protection of physical premises
and hard assets)

The Corporate Security policy describes the security measures that are designed to deny unauthorized access to and
organizations facilities, equipment and resources that store personal data.

A corporate security policy defines the use of multiple layers of interdependent systems which include:
1 Closed circuit television surveillance;

Security guards;

Protective barriers;

Locks;

Access control protocols; and
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Other techniques to protect physical assets.

&b Maintain human resource secugtmeasures (e.g. prscreeningperformance
appraisals)

Human resources security measures ensure that the individual employees who are or will be accessing personal data or
holding positions of trust (e.g., in the Privacy Office, Information Security or IT) are responsible, trustworthy individuals.
Such measures also ensure that when employees leave the organization or are transferred, steps are taken to restrict
their access to systems and premises that house personal data, and ensure that no personal data remains in their
custody after they leave.

Out of scope are: The following privacy management activities are aligned with this activity but are not the main focus:
1 Require completion of data privacy training as part of performance reviews;

1 Integrate data privacy into hiring practices; and
1 Integrate data privacy into employee background check practices.
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& Integrate data privacy intdousinesscontinuity plans
An organization maintains a business continuity plan that:

1 Identifies the organization's exposure to internal and external threats; and
1 Defines how the organization recovers from an incident while maintaining confidentiality and integrity
of personal data.
1
An organization maintains a system backup plan, including regular testing and offsite storage as defined by an IT disaster
recovery plan.

This privacy management activity focuses on the Privacy Office's role in maintaining the business continuity plan and
system back-up plan.

&b Maintain a dataloss prevention strategy

Data Loss Prevention ("DLP") is a control, process or strategy that governs the protection of sensitive information in all
its forms. The traditional scope of DLP strategies is to prevent the unauthorized disclosure of data in transit by providing
visibility into access and transmission, but it also includes the controls in use for storage of information at rest. An
organization ensures that a data-loss prevention strategy is in place that is designed to detect potential data breach
transmissions.

&1 Conduct regular testing of data security posture
Based on the organization’s security risk assessment, a periodic test of the organizations security posture is conducted.
The purpose of the test is to:

1 Identify security vulnerabilities; and
1 Attempt to successfully exploit the vulnerabilities in order to gain some form of access to the network or
computer system.

Should a flaw/vulnerability be uncovered, it is classified into a threat level for the organization to remedy and correct as
per the organizations patch and vulnerability strategy.

CE! Maintain a security certification (e.g. ISO)

An organization establishes and engages with a qualified third party to provide:
1 Anindependent evaluation of controls that cover security, availability, processing integrity,
confidentiality and privacy; and
1 A report that gives assurance attesting to an entity's compliance with the relevant principles and

criteria.

This privacy management activity will focus on the privacy-specific aspects of maintaining security verification(s).
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7. Manage ThireParty Risk

Maintain contracts and agreements with third parties and affiliates consistent with
the data privacy policy, legal requirements, and operational risk tolerance.

&‘ Maintain data privacyrequirements for third parties(e.g.,clients,vendors, processors,

affiliates)

Data privacy laws continue to hold the organization accountable for protecting the privacy of any personal data
accessed by third parties, including data processors, vendors, clients, and others who may receive personal data held
by the organization. Thus, to be vigilant about data protection, the organization maintains internally template clauses
of the data protection requirements that these third-parties must comply with.

Topics that may be addressed in the contracts include:
1 Data protection responsibilities (e.g., acceptable use of personal data, use of subcontractors,
restrictions on further disclosures or uses);
9 Data security requirements;
1 Data disposal at contract-end; and
91 Breach response obligations.

cﬂ: Maintain procedures to execute contracts or agreements with all processors
This privacy management activity relates to maintaining procedures to execute contracts or agreements with all
vendors processing personal information in the custody of an organization, including:

1 Identification of vendor contracts which require specific privacy provisions;

1 Alternatives for structuring the legal relationships involved so privity exists between all controllers and
processors; and

1 Considerations related to authority to execute such agreements.

This privacy management activity does not encompass the substantive privacy provisions which should be included in
the contracts or agreements with data processors.

Cﬂ? Conduct due diligence around the data privacy and security posture of potential

vendors/processors

When selecting potential vendors/processors, the organization conducts an in-depth assessment of the third party’s
ability to perform the required activities in compliance with data protection laws and best practices. The third party’s
privacy and security posture are assessed to ensure it is capable of adhering to the organization’s data privacy policy
and information security policy (this could be through an audit conducted by the organization or a third party
assurance report).

Cﬂ: Conduct due diligencen third party data sources

Data protection/privacy laws and regulatory requirements continue to hold the organization accountable for
protecting personal data under its control, regardless of the source of the data. To be vigilant about data
protection/privacy and to ensure appropriate use of data acquired from 3rd party sources, it is important to conduct
due diligence when procuring and utilizing externally sourced personal data. The level of due diligence will vary based
on the geographic origin and sensitivity of personal data involved (l.e. Spain vs. US vs. Korea and Name, Address vs.
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Credit Card Data vs Medical) and will assist the organization in understanding the minimum levels of personal data
security, due diligence, costs, risks when limiting the scope, individual rights and regulatory and legal requirements.

&J Maintain a vendor data privacy risk assessment process

The organization maintains a process to assess the data privacy risk posed by outsourcing a particular data process /
management of a set of personal data to third party vendors. Part of the process includes assessing the risk of harm to
the organization should a data breach occur. The results can be used to indicate areas where outsourcing in
inappropriate and should not be pursued, as well as areas where greater due diligence regarding the data privacy
posture of the vendors is necessary.

Out of scope of this privacy management activity is conducting due diligence on a vendor to ensure they can meet the
necessary privacy and security requirements.

CE! Maintain a policy governing use of cloud provice

Organizations maintain a policy that addresses the use of cloud providers, including data protection issues such as:
91 Legaljurisdiction;

Legitimacy of cross-border data transfers;

Control over the personal data;

Secondary uses and disclosures of personal data;
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Data security; and
1 Use of subcontractors.
Out of scope of the privacy management activity is the process of executing the contract.

'CE! Maintain procedures to address instance$ won-compliance with contractand

agreements
Where a vendor has breached its data protection or security requirements under the vendor contract or processing
agreement, the organization has procedures to address such non-compliance. Procedures may include:

Notifying the vendor of the failure and giving it time to address the non-compliance;
Aiding the vendor in remediating the failure;
Terminating the vendor’s access to personal data; or
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In serious cases, terminating the contract entirely.

Out of scope of this privacy management activity is the definition of contractual duties and obligations, as well as
procedures to determine that a breach of the agreement has occurred.

&1 Conduct due diligence around the data privacy and security posture of
vendors/processors

Periodically, the organization conducts a re-assessment of the third party’s compliance with data protection laws and
best practices, as well as adherence to the data protection and security standards set out in the contract. This might
entail in-depth audits of the vendor’s systems or requiring the vendor to complete a self-assessment.
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&? Review longterm contracts for new or evolving data pracyrisks

Where new or evolving data privacy risks arise, including legal developments or business changes, the Privacy Office
has a process in place to assess the need to update contracts with vendors to address these risks. The Privacy Office
may work with the legal, compliance and procurement functions to identify contractual changes that need to be made

and negotiate those changes.
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8. Maintain Notices

Maintain notices to individuals consistent with the data privacy policy, legal

requirements, and operational risk tolerance.

&i Maintain a data privacy notice that detaildite or gani zat i dandlisg per

practices
Organizations make information related to its privacy policies and practices readily available to the public in a data
privacy notice that identifies:

1 What personal data is collected;

1 How the personal data is used, retained and disclosed; and

1  What control the individuals’ whose personal data is involved have (e.g., what personal data is
voluntary to provide, what opt-out options are available, and individual rights of access and
correction).

Data privacy notices are tailored to the audience and means of communication.

Outside the scope of this privacy management activity are internal data privacy policies and mechanisms for providing
the notice, i.e., this privacy management activity focuses on the content of the data privacy notice, not on the
mechanics of how to provide it.

&? Provide data privacy notice at all points where personal data is collected

At each point where the organization may collect personal data (e.g., online, via text message, phone or in person, on
employee application forms), the individual has the opportunity to review the organization’s data privacy notice or
receive information about the organization’s privacy practices prior to providing personal data (“just in time” notice).

Outside the scope of this privacy management activity are the contents of privacy notices, i.e., this privacy
management activity focuses on where to provide data privacy notices, not on the content of such notice.

&? Provide notice by means of glocation signage, posters

At each physical location where the organization may collect personal data, the organization provides simplified
information related to its privacy policies and practices to the public through visual means, including posters and signs.
For example, where the organization collects personal data through video cameras, a sign may be posted with a
pictogram of a video camera.

tﬂ: Provide notice in marketing communications (e.g. emails, flyers, offers)

Marketing communications contain information related to the organization’s privacy practices and policies, and
provide a means of opting-out of the further use of the individuals’ information for marketing purposes.

Outside the scope of this privacy management activity are the contents of full-length privacy notices and the provision
of privacy notice in other communications. The privacy management activity presumes that the organization has
already collected the personal contact information and met any requirements about obtaining consent to send
marketing communications.
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& Provide notice in comacts and terms
Organizations state collections, uses and disclosures of personal data on its applications for service, receipts and bills,
contracts and terms of service.

tﬂ: Maintain scripts for use by employees to explaom providethe data privacynotice
When organizations collect personal data over the phone or in person, the organization writes scripts for use by front-
line employees to provide basic explanations of the organization’s privacy policies and practices, including the
collection and use of personal data.

Out of Scope of this privacy management activity are complicated questions relating to the organization’s particular
uses of personal data that should be escalated to the Privacy Office.

&b Maintain a privacy Seal or Trustmadn the website to increase customer trust

The organization obtains and displays privacy seals/trustmarks on its website(s) to assure site visitors of the legitimacy
of the website and demonstrate a commitment to privacy principles defined by a third party (the seal or trustmark
provider).

Out of scope of this privacy management activity is:

1 the specific detailed requirements of any particular, individual seal or trustmark; and
1 acomprehensive discussion of security seals or trustmarks.
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9. Respond to Requets and Complaints from Individuals

Maintain effective procedures for interactions with individuals about their personal data.

&b Maintain procedures to address complaints
The organization has procedures in place for operational units to:

1 Recognize complaints related to data protection issues;
1 Handle simple complaints and report their resolution to the Privacy Office; and
9 Escalate serious complaints to the Privacy Office where appropriate.

&b Maintain procedures to respond toequestsfor access to personal data

The organization has processes for responding to requests by individuals for access to personal data the organization
stores and maintains about them that ensure the request is responded to completely and in a way that meets legal
requirements around timing and content of a response. The procedures include authenticating that the individual
exercising the right of access has a legal right to do so (e.g., the data subject, a legal guardian, a parent of a minor child,
or a legal heir or beneficiary of a decedent) as well as escalating complex access requests where first-responders are
incapable of providing a response.

Out of Scope are requests to correct or update personal data following a review of the personal data stored by the
organization.

&b Maintain procedures to respond to requesand/or provide a mechanism for

individuals to update or correct theipersonal data
Where an individual believes his/her personal data should be corrected, rectified or updated due to accuracy or
completeness concerns and has made a request for such correction or update, the Privacy Office has procedures in
place to:

1 Investigate the need for updating or revision;

1 Make any appropriate changes; and

1 Respond to the individual about action taken.
In certain cases, depending on the nature of the personal data, it may be possible for the organization to put in place
automated mechanisms that permit an individual to update their personal data themselves, without the need to involve
organizational personnel. For example, the organization may maintain a website where individuals can login to view
their profile or account information and update that data as needed (e.g., change of address).

cﬂ) Maintain procedures to respond to requests to ojaiut of, restrict or object to

processing
The organization has a procedure in place to:
1 Accept requests made by individuals to:
0 Opt-out of the use of their personal data;
0 Restrict the use of their personal data in certain processing such as making automated
decisions, including profiling; or
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o Cease or block the use of their personal data.

91 Process that request in a timely fashion; and
1 Ensure the individual’s choice is respected in a persistent manner.

Allowing individuals to exercise an opt-out reflects the “choice” element of consent, by giving them a way of revoking
permission to use their personal data. As part of the opt-out process, individuals should receive information about the
impact an opt-out may have, since some products or services may not be available as a result of the opt-out.
Mechanisms to opt-out of certain activities of the organization may be presented as part of the privacy notice or be
provided when the organization subsequently uses the personal data, e.g., at the bottom of a marketing
communication. The organization may track and document metrics with respect to use of its opt-out mechanisms to
measure the effectiveness of different mechanisms (e.g., online vs. telephone).

& Maintain procedures to repond to requests for information

Following a request by an individual, the organization has procedures in place to provide information about its data
handling practices, including decisions made based upon automated processing, for the purpose of better openness and
transparency around such practices. This response is reactive to an individual's request and complements the
organization's more proactive disclosures about data handling practices in a privacy notice (see Privacy Management
Process 8).

&b Maintain procedures to repond to requests for data portability

The right of data portability goes beyond the individual's traditional right to access personal data, and now provides a
right to obtain data in a format that can be moved across electronic services or simply backed up by the data subject
without hindrance, i.e., to obtain a readable version of their personal data. In order to comply, organizations that store
personal data electronically are going to need mechanisms for exporting and importing data from their systems, as well
as processes (automated or not) for responding to requests by individuals for data portability.

& Maintain procedures to repond to requests to be forgotten or for erasure of data
The right to be forgotten builds upon the notion in European data protection law that individuals have a right to object
to processing about them, and takes this notion one step further, to say that individuals not only can object to
processing but also demand that data controllers erase or "forget" the data held about them. Originally, the right to be
forgotten was discussed in the context of minors, who would post personal data online without being savvy as to the
potential consequences this could have on subsequent college/university admissions, securing employment, or even
cyberbullying opportunities. This has since expanded to cover all individuals, as politicians, celebrities and reformed
criminals have an interest in "forgetting" aspects of their past.

The European Court of Justice reinforced the right to be forgotten in Case C-131/12, Google Spain v. Agencia Espanola
de Proteccion de Datp#here it found Google Spain had to de-index certain search results that appeared based on a
search of the data subject's name due to a lack of relevancy. Since the Google Spain, many more jurisdictions (e.g., the
United States, Argentina, Hong Kong, France) have seen cases regarding this right, with discrepancies as to who must
implement the right - the search engine or the original entity who made the content available online. Furthermore,
countries are looking to codify this right in their data protection laws (e.g., the EU, Russia, Brazil).

The organization needs to put in place procedures to respond to requests to be forgotten, balancing the request against
other fundamental freedoms, such as the right to access information and freedom of expression.
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&J Maintain Frequently Asked Question® respond to queries from individuals
The Privacy Office maintains frequently asked questions made by individuals, aligning to the organization’s privacy

policy, and uses them for a variety of purposes including but not limited to:

1 Supporting the privacy notice; and
1 Employee training.

Out of Scope of this privacy management activity are complex customer questions, concerns or requests that require
more in-depth attention and response from the Privacy Office, compliance, marketing and/or legal departments.

CEI Investigak root causes of data privagsomplaints
Resolving data protection complaints at the individual-level may satisfy that particular individual, but leaves room for
further complaints about the same practice. The Privacy Office has procedures to:

1 Investigate underlying causes that give rise to complaints;
1 Issue recommendations on how to improve practices to avoid further complaint; and
1 Ensure the implementation of the recommendations.

&b Monitor and report metrics for data privacgomplaints (e.g. number, root cause)
The organization tracks, documents and reports metrics with respect to data protection complaints for the purpose of:

1 measuring the effectiveness of the privacy office in resolving complaints;

M determining the cost of resolving data protection complaints; and
1 analyzing metrics around the types of complaints to determine business practices that raise data

protection concerns.

Outside the scope of this privacy management activity is the reporting of privacy incident/breach metrics.
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10. Monitor for New Operational Practices
% Monitor organisational practices to identify new processes or material changes to

existing processes and ensure the implementation of Privacy by Design principles.

&? Integrate Privacy by Desigmto system and product development
Increasingly, regulators have been calling for privacy by design and data protection by default to be embedded into data
processing operations. This concept has even begun to appear in data protection legislation.

Organizations design frameworks to help engineers, IT analysts, system architects, and application developers embed
privacy-protective mechanisms into the fundamental design of systems and products. The Privacy Office also works with
other operational units (e.g., marketing) to integrate privacy into those units' programs by default.

&b Maintain PIADPIAguidelines and templates

Organizations maintain guidelines and templates detailing how to conduct privacy impact assessments (“PIAs”) or data
protection impact assessments ("DPIAs") for programs, systems and processes to ensure consistency in how data
protection risks are measured and analyzed. These PIAs/DPIAs would:

1 Analyze how systems and processes collect, use, share and maintain personal data to ensure conformity
to applicable privacy/data protection laws and policies; and
91 Determine the risks to personal data inherent in the program/system/process.

Out of scope of this privacy management activity is the actual use of these guidelines and templates to conduct a
PIA/DPIA.

& Conduct PIA®PIAsfor new programs, systems, processes

Organizations have policies in place to determine when privacy impact assessments ("PIAs") and data protection impact
assessments ("DPIAs") are required as part of the development process for new programs, systems and processes to
ensure privacy protections are achieved. The process of determining whether a PIA/DPIA is required is sometimes called
a “Privacy Threshold Analysis” or Privacy Threshold Assessment.”

Out of scope of this privacy management activity is evaluating protections and alternative processes to mitigate those
data protection risks.

'CE‘ ConductPlAsor DPIAdor changes to existing programs, systems, or processes

The organization has policies and procedures to follow when operational units propose changes to their existing
programs, systems, processes to ensure that data protection and privacy risks are measured, analyzed and privacy-
protective alternatives are considered.

This process also could rely on the principles of Privacy by Re-Design to ensure privacy/data protection is considered at
all points of program, system and process development.
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Out of scope includes the conducting of a privacy impact assessment ("PIA") or data protection impact assessment
(“DPIA”) for new programs, systems and processes as well as creating the templates for conducting such PIAs and DPIAs.

'CE’ Engage externadtakeholders (e.g. individuals, privacy advocates) as part of the
PIA/DPIA process

The goal of a privacy impact assessment (“PIA”) or data protection impact assessment ("DPIA") is to determine the risks
to personal data and privacy inherent in a new or existing business program, system or process, and assess whether to
accept or mitigate the risks.

As part of this process, external stakeholders such as individuals who may be affected by the program (e.g., customers,
employees), regulators, unions, works councils, privacy advocates or other consumer advocates, etc. may be able to
offer a unique perspective as to what privacy risks they see as concerning and needing mitigation versus those risks that
are more acceptable to their relevant population. Seeking the opinion of those stakeholders at the front-end of the
program development process may save the organization from backlash when the program eventually launches.

Out of scope in this privacy management activity: The privacy management activities associated with actually
conducting a PIA/DPIA and maintaining PIA/DPIA templates.

"-E‘ Track and address data protection issues identified during PIAs/DPIAs

The privacy impact assessment ("PIA") or data protection impact assessment ("DPIA") needs to feed into planning a
project’s next steps. A procedure exists to:

9 Evaluate the issues identified in the PIA/DPIA;

9 Assess possible protections and alternative processes to mitigate those data protection risks identified;
and

1 Track that the chosen mitigations are implemented.

The procedure ensures the organization treats similar data protection issues consistently and allows for learning from
one PIA/DPIA to be applied to subsequent PIAs/DPIAs.

&b Report PIA/DPIA analysis and results to regulators (where required) and external

stakeholders (if appropriate)

Where a privacy impact assessment ("PIA") or data protection impact assessment ("DPIA") indicates that there are
privacy risks that cannot be mitigated by reasonable means, or it might take additional time, it may be prudent (or
required) under certain privacy and data protection laws to report the PIA to the relevant regulator or external
stakeholders (e.g. customers, privacy advocates, etc.) so that these groups are made aware of the attendant data
privacy risks prior to the launch of a new privacy product, program, system, process or the relocation of personal data
to another jurisdiction.

Depending on the industry and the applicable law, there may also arise situations where organizations are required to
report their PIAs/DPIAs or make their PIAs/DPIAs publicly available.
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11.Maintain a Data Privacy Breach Management Program

Maintain an effective data privacy incident and breach management program.

&& Maintain adata privacy incident/breach response plan
The organization creates and maintains an incident/breach response plan that provides a coherent, systematic and
proactive way of managing privacy breaches and security incidents that affect personal data in a consistent fashion.

Outside the scope of this privacy management activity are the notifications that would be provided to affected
individuals, regulators or other third parties in the event of a breach of personal data.

&i Maintain a breach notification (to affected individuals) and reporting (to regulators,

credit agencies, law enforcement) protocol

The organization creates and maintains a breach notification and reporting protocol that provides a plan for providing
notifications of a data privacy incident to affected individuals, government agencies, regulators, and other external
third parties in a timely manner. The plan ensures that notifications and reports align with legal requirements and best
practices.

Outside the scope of this privacy management activities are other activities that an organization must engage in when
remediating a data privacy incident.

&? Maintain alog to track privacy incidents/breaches

The organization logs certain details regarding data privacy incidents or breaches for the purpose of determining
information necessary for achieving compliance with breach notification laws, adhering to industry best practice, and
being able to demonstrate such compliance in the event of a lawsuit or regulatory examination.

Outside the scope of this privacy management activity is the logging of data for IT security purposes, such as
evaluating whether the incident is an isolated occurrence or reflective of system-wide failures or vulnerabilities.

&’ Monitor and report data privacyincident/breach metrics (e.g. nature of breach, risk,

root cause)
The organization tracks, documents and reports metrics with respect to actual and suspected data privacy incidents or
breaches for the purpose of:
1 Assessing compliance with legal requirements;
1 Measuring the effectiveness of breach response policies and procedures in terms of both cost and
total hours of involvement;
1 Keeping the board of directors and management apprised of how breaches are being handled and any
new cybersecurity risks that need resources to mitigate
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&J Conduct periodic testing oflata privacy incident/breach plan

This privacy management activity covers the steps to ensure that protocols that have been established to address data
privacy breaches are effective and that the personnel involved are prepared to implement the protocol. A data privacy
breach protocol typically involves a large number of departments of an organization up to, and including, the office of
the CEO. Due to the breath of involvement, a tabletop exercise, the focus of this privacy management activity, may be
the most appropriate for testing this protocol. Functional exercises and other types of tests are out of scope for this
privacy management activity.

cﬂ: Engage a breach responsemediation provider
Prior to experiencing a breach, the organization contracts with breach response remediation providers for services
that may be needed to respond to a breach, including provision of:

1 Acall center;

1 Notifications;

9 Public relations services;

1 Credit monitoring; or

1 Identity theft resolution services.
Outside the scope of this privacy management activity is the engagement of a forensic investigation team or the
purchasing of privacy breach insurance.

':El Engage a forensic investigatiaram
Prior to experiencing a breach, the organization either establishes an internal forensics investigation function or
contracts a forensic investigation team to:

1 Determine the nature and extent of the breach;

1 Help prevent further data loss; and

1 Preserve evidence of the breach in a manner that would hold up in court.

&b Obtain data privacy breach insurance coverage

Prior to a breach, the organization purchases data privacy breach insurance that would indemnify it for the costs
associated with a privacy breach, such as mailing notifications and providing credit monitoring or other consumer
services to affected individuals. Insurance may also indemnify the organization against lawsuits that arise as a result of
the breach.
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12. Monitor Data Handling Pretices

Verify operational practices comply with the data privacy policy and operational

policies and procedures, and measure and report on their effectiveness.

&? Conduct seHassessmentsf privacy management

The organization has a procedure for evaluating the privacy practices of individual business units (e.g., sales and
marketing) for the purpose of improving the privacy policies and business practices. This procedure may be run by the
Privacy function or by the individual business units, and can include self-assessments from the business owners of the
degree to which the organization performs against a set expectations from the Privacy Office for the purpose of
identifying any gaps that require remedial action.

Out of scope are ad hoc assessments that arise out of the occurrence of a privacy event, an audit/assessment of the
Privacy Office itself, (e.g., by the audit department) or a third-party assessment.

&b Conductinternal Audits of the privacy progran (i.e. operational audit of thePrivacy
Office)

The Internal Audit department regularly assesses whether the organization complies with internal privacy policies and
operational processes. The results of these audits and assessments inform and guide decisions by the privacy office to
create or update policies, design or adapt procedures, conduct training, or engage in other activities to minimize risk
and comply with internal or external privacy requirements.

The scope of this privacy management activity will cover the privacy office's role in participating in privacy audits and
responding to findings. The document also discusses Internal Audit’s approach to performing privacy audits within the
organization and how that assists the privacy office in meeting its privacy goals and objectives.

Out-of-scope:
1 Audits or assessments performed by the privacy office;
1 Audits or assessments completed by external parties (e.g., CPA firm, law firm); and
1 Internal assessments performed by someone other than Internal Auditing (e.g., risk management,
information security).

tﬂ: Conductad-hoc walkthroughs

The Privacy Office has procedures to conduct assessments of business unit compliance with the privacy policies on a
periodic, but unannounced basis.

Out of scope of this template are assessments originating outside of the Privacy Office (e.g., by the audit department) or
a third-party assessment, as well as self-assessments conducted by the business units themselves.

&? Conductad-hoc assessments based on external events, such as compliants/breaches
Following a privacy event (e.g., breach, complaint, inquiry), the Privacy Office has policies and procedures for conducting

an ad-hoc assessment of the business unit, product, service, system or process that was the subject of the event for the
purpose of:
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1 Evaluating compliance;

91 Determining privacy risks; and

1 Identifying any gaps that should be remediated.
Out of scope are assessments originating outside of the Privacy Office (e.g., by the audit department) or third-party
assessments.

tﬂ: Benchmarkresults of audits/assessments (e.g. comparison to previous audit,
comparison to other business units)

The organization has a procedure for benchmarking the results of audits and assessments, to:

1. Compare the results against previous audits/assessments to identify improvements or areas that may have
deteriorated within the privacy office;
Make comparisons across business units regarding privacy compliance; and
Measure the organization’s privacy performance against other similar entities.

&J Engage a third arty to conduct audits/assessments

The organization regularly requests assessments using outside service providers to validate compliance with internal
privacy policies and applicable legal requirements. The results of these assessments inform and guide decisions by the
privacy office to create or update policies, design or adapt procedures, conduct training, or engage in other activities to
ensure compliance with internal or external privacy requirements.

The scope of this privacy management activity will cover the privacy office's role in coordinating, requesting and
responding to privacy audits and assessments conducted by a third-party such as a CPA firm, privacy consultant, legal
firm, or security specialist. The document also discusses approaches used by an accountability agent and third-party
when performing privacy assessments and how those approaches assist the privacy office in meeting its privacy goals
and objectives.

Out-of-scope: Internal audits or assessments performed by the privacy office, internal auditing, or other internal groups
such as risk management or information security.

&b Monitor and report privacy managementmetrics

The organization creates, analyzes and reports performance metrics with respect to privacy management to:

1 Evaluate the efficiency and effectiveness of the privacy program in achieving its objectives; and
1 Increase accountability for the Privacy Office’s activities and investment of resources (e.g., time and
money).
The metrics are used to facilitate decision-making and guide investments by management and the Privacy Office.

Out of scope of this privacy management activity is the measurement of metrics for:

9 Privacy Impact Assessments;
1 Data protection complaints; and
1 The Data breach program.
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&1 Maintain documentation as evdence to demonstrate compliancand/or
accountability

By compiling and maintaining up-to-date documentation that reflects the state of the organization’s privacy program,
the organization stands ready to demonstrate to regulators how it complies with privacy and data protection laws, as
well as be accountable for the functioning of the privacy program. Such documentation also serves as evidence when
applying for trustmarks, seals, BCRs, certifications, and participation in other self-regulatory programs. Where the
documentation identifies gaps in the privacy program or there is no documentation, this lack of evidence can be taken
to decision-makers to justify resources needed and identify privacy priorities and objectives.

&l Maintain certifications, accreditations, or data protection seals for demonstrating
compliance to regulators

Scope coming soon.
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13. Track External Criteria

Track new compliance requirements, expectations, and best practices

&b ldentify ongoingprivacy compliance requirements e.g. law, case law, codes, etc.
In order for the privacy program to remain up-to-date and compliant, the Privacy Office conducts research regularly to
determine what, if any, changes to the privacy program need to be made as a result of the legal developments
stemming from laws (amendments and new enactments), case law (court and regulator decisions), and operational
changes (expanding jurisdictions of operations or entering new markets).

Out of Scope for this privacy management activity is maintaining a subscription to a compliance reporting service or
receiving law firm updates to stay informed of new developments.

&b Maintain subscriptiorsto compliance reporting service/law firm updates to stay

informed on new developrents
To keep up-to-date on new legal developments that impact the privacy program, the Privacy Office subscribes to a
compliance reporting service or law firm publications that alert the Privacy Office to coming or new developments.

&& Attend/participate in privacy conferences, industry associations, or thitank events
The Privacy Office attends and participates in privacy conferences, industry associations, and think-tank events to:

1 Keep up-to-date on new legal developments and best practices that impact the privacy program;
1 Share privacy success stories and learn from others in the field; and
1 Network with other privacy professionals from whom advice can be sought if later needed.

Out of Scope are webinars and events hosted by law firms. Please see privacy management activity about maintaining
subscriptions to compliance reporting services and law firm updates for a list of law firms that may provide webinars
and privacy events.

&i Record/report on the tracking of nevlaws, regulations, amendmentsrather rule

sources

Once aware of a proposed new data privacy law, regulation or code, or amendments to these “Rule Sources”, the
Privacy Office tracks its progress and reports to appropriate stakeholders on the impact the development will have on
the organization’s privacy program or business activities that have privacy risks.

Out of Scope of this privacy management activity is reporting on the status of the privacy program and reporting to
external stakeholders, which are activities under privacy management process 1.

tﬂ: Seek legal opinions regarding recent developments in law

Once aware of a development in law (e.g., new or amended data privacy law or court/regulator decisions), the Privacy
Office seeks an opinion from the organization’s legal counsel (internal or external) on the impact the development will
have/has on the privacy program or on the organization’s activities that have privacy risks.
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&l Identify and manage conflicts in law
Global organizations must identify the differing legal requirements for privacy across the jurisdictions in which they
operate and then choose an approach to address and manage any issues that arise due to conflicting obligations.
Approaches may include:
1 adopting the standards required by the most restrictive data protection/privacy law; or
1 rationalizing the requirements across jurisdictions and finding common solutions that materially comply
with the various legal requirements:
o this approach has the benefit that many legal regimes require the same kinds of privacy
protections — e.g., notice, consent, purpose limitations, safeguards, and rights of access.
Regardless of which approach the organization takes, there may be outlier jurisdictions whose legal requirements
conflict with the common solution. In the case of an outlier jurisdiction, the decision of how to approach the legal
requirement must be discussed, resolved (either the requirement is addressed or not, depending on the cost and
effort), and documented.

&1 Documentdecisions around newequirements, including their implementation or any

rationale behind decisions not to implement changes
The Privacy Office keeps track of how new developments in law have been handled, including making records of what
has been changed and why, as well as documenting decisions to not implement any changes and the rationale behind

those decisions.

40 Copyright © 2017 Nymity Inc. All rights reserved.



